BHEAV11IRSSBE AT EKubernetes 5o

it

FHEEV 11 RSB R AR KubernetesH I LR
INENA
=S5y
REHAM
224 kubeadm, kubelet, kubectl
ZAERCE haproxy
LEFLE keepalived
M etcd TTREHIEBRE master T
gL EE— master T
DONEE master T
IO\ worker
4% Calico M48IEILF
WirSERFS

IMENR

RIS 3¢6000

BERZRA: Kylin-server-vll

RZhRA: 6.6.0-32.7.v2505.ky11.Toongarch64

EREF LK

5 =) EFhaE IPitadit

master-
01 master1 19.190.3.140
master-

master2 19.190.3.141
02
master-

master3 19.190.3.142
03
VIP — 19.190.3.100
worker-
01 node1 19.190.3.143

YMER eted SRBF (TRPE, SREEER)

) ) ENZ

etcd1 etcd1

A

kube-apiserver, kube-controller-manager, kube-
scheduler, keepalived, haproxy

kube-apiserver, kube-controller-manager, kube-
scheduler, keepalived, haproxy

kube-apiserver, kube-controller-manager, kube-
scheduler, keepalived, haproxy

REHAIP, HH keepalived j&

kubelet, kube-proxy

IPithiik

19.190.3.130
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;)= EtE IPithtit
etcd2 etcd2 19.190.3.131

etcd3 etcd3 19.190.3.132

I/ kubectl

T

v

VIP: 19.190.3.100 |
(keepalived ) |

T

v

haproxy [
(EWr vIP:6443) |

T T
| I
T Y— | |
| masterl :6443 | | |
| 19.190.3.140 [ I
L | | |
Y |
| master2 :6443 | |
| 19.190.3.141 | |
L | |
T Y—
| master3 :6443 |
| 19.190.3.142 [
L |
=f master ——— iliid etcd_client iE$ > SN etcd HERF
19.190.3.130:2379
19.190.3.131:2379
19.190.3.132:2379
IP ZIS3i5408
e 19.190.3.130-132 E#EIMNEB etcd EEBEHFE, K8s master {88 19.190.3.140-142 , BAR
R,
e VIP 19.190.3.100 J9MSZREHA IP, AS{HEAIET RIS,
ERM:

o BT MBS containerd B CNI ERtiEHEHRIZEE.
o 4pEB etcd EERF (19.190.3.130-132 ) EEBHIEEIRTT, IEREFEHES master TRAY
/root/etcd_crt/ BEF.

Rt

1. EEBERFSH
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BRI /etc/sysct].d/k8s.conf, RBUT:

net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.ipv4.conf.all.rp_filter = 1

REHITEES sudo sysctl --system
2. REHMSE

e XiFlswap
$ sudo swapoff -a
e X[Flselinux

$ sudo setenforce 0
$ sudo sed -i "s#SELINUX=enforcing#SELINUX=disabled#g" /etc/selinux/config

o XAfirewalld

$ systemct] stop firewalld.service

$ systemctl disable firewalld.service

3. Z&ipadm

kubernetesfiykube-proxyZAERARRiptablesiViEk, MNREB(FREEL L ipvsadmMKipset

yum install -y ipvsadm ipset

FCE NN pvstERIER
# nEk
cat > /etc/sysconfig/modules/ipvs.modules << EOF
modprobe -- ip_vs
modprobe -- dip_vs_rr
modprobe -- ip_vs_wrr
modprobe -- ip_vs_sh
modprobe -- nf_conntrack
EOF
£aipvs TR F IR

chmod 755 /etc/sysconfig/modules/ipvs.modules && bash
/etc/sysconfig/modules/ipvs.modules && Tsmod | grep -e ip_vs -e nf_conntrack

[reoteémaster1 ~]# ch fig/me as| g/modu odules && grep -e ip_vs -e nf_conntrack
_netlink

_rr, _sh _wrr

5 xt_conntrack,nf_nat, _netlink, xt_MASQUERADE,

5 nft_compat, _netlink,nf_tables,ip_set
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L& kubeadm, kubelet, kubectl
LATHRETERRE master T3 (119.190.3.140-142 ) #1 worker T FH4T.

1. %k Kubernetes {44

[root@masterl ~]# wget https://wh.wujf.cn/Package/19_kubernetes/kubernetes-
v1.32/kubernetes-src.tar.gz

2. RIEF &R I

[root@masterl ~]# tar -xvf kubernetes-src.tar.gz

[root@masterl ~]# cd kubernetes/server/bin/

[root@masterl bin]# cp kubeadm kubelet kubectl /usr/local/bin/
[root@masterl bin]# chmod +x /usr/local/bin/kubeadm /usr/local/bin/kubelet
/usr/local/bin/kubect]

3. IIERRAS

[root@masterl bin]# kubeadm version

kubeadm version: &version.Info{Major:"1", Minor:"32", Gitversion:"v1l.32.x",
..}

[root@masterl bin]# kubelet --version

Kubernetes v1.32.x

[root@masterl bin]# kubectl version --client

Client version: v1.32.x

4. Bl kubelet service 3714

[root@masterl ~]# cat > /usr/lib/systemd/system/kubelet.service << EOF
[Unit]

Description=Kubernetes Kubelet
Documentation=https://github.com/kubernetes/kubernetes
After=containerd.service

Requires=containerd.service

[servicel]

ExecStart=/usr/local/bin/kubelet \\
--config=/var/1ib/kubelet/config.yaml \\
--container-runtime-endpoint=unix:///run/containerd/containerd.sock \\
--kubeconfig=/etc/kubernetes/kubelet.conf \\

--network-pTugin=cni \\
--v=2

Restart=on-failure

RestartSec=5

LimitNOFILE=65536

[Installl]

wantedBy=multi-user.target
EOF

5. 6liE kubelet FFEEEH
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[root@masterl ~]# mkdir -p /var/1lib/kubelet
[root@masterl ~]# mkdir -p /etc/kubernetes

ety 3] ==
TEficE haproxy
f£=8 master To/ (19.190.3.140-142 ) EEBHUTLATERE.

1. &% haproxy
[root@masterl ~]# yum install -y haproxy

2. BcE haproxy

[root@masterl ~]# cat > /etc/haproxy/haproxy.cfg << EOF

global
Tog 127.0.0.1 Tocal2
chroot /var/1ib/haproxy
pidfile /var/run/haproxy.pid
maxconn 4000
user haproxy
group haproxy
daemon

stats socket /var/lib/haproxy/stats

defaults

mode tcp

Tog global
option tcplog
option dontlognull
timeout connect 10s
timeout client 1m

timeout server im

frontend k8s-apiserver
bind *:6443
mode tcp
default_backend k8s-masters

backend k8s-masters
mode tcp
option tcp-check
balance roundrobin
server masterl 19.190.3.140:6443 check fall 3 rise 2
server master2 19.190.3.141:6443 check fall 3 rise 2
server master3 19.190.3.142:6443 check fall 3 rise 2

Tisten stats
bind *:8080
mode http
stats enable
stats uri /stats
stats realm HAProxy\ Statistics
stats auth admin:adminl23
EOF
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o frontend EEITATEIBAULE 6443 ik (keepalived 5 VIP SEEZIAHEER) .

o backend f#F roundrobin FRESE=E master Z[BltaEitIE.

o stats DUEIANEIL http://<¥iAIP>:8080/stats (ME* admin/adminl23) &BE
haproxy K&,

3. |35/ haproxy

[root@masterl ~]# systemct] daemon-reload
[root@masterl ~]# systemct] start haproxy
[root@masterl ~]# systemct] enable haproxy

4. 38F haproxy s

[root@masterl ~]# netstat -tlnp | grep 6443

Tt H keepalived

= master SRR EEBIVT, BB priority . unicast_src_ip 7l

unicast_peer,

1. %% keepalived
[root@masterl ~]# yum install -y keepalived
2. i keepalived (master! — 19.190.3.140)

[root@masterl ~]# cat > /etc/keepalived/keepalived.conf << EOF
I Configuration File for keepalived

global_defs {
router_id LVS_MASTER1

vrrp_script chk_haproxy {
script "/usr/bin/kiTlall -0 haproxy"
interval 2
weight -20

vrrp_instance VI_1 {
state BACKUP
interface ethO
virtual_router_id 51
priority 100
advert_int 1
unicast_src_ip 19.190.3.140
unicast_peer {
19.190.3.141
19.190.3.142
}
authentication {
auth_type PASS
auth_pass K8SHA_KA_AUTH
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}

virtual_ipaddress {
19.190.3.100/24 dev ethO
3
track_script {
chk_haproxy

EOF

3. Bt & keepalived (master2 — 19.190.3.141)

[root@master2 ~]# cat > /etc/keepalived/keepalived.conf << EOF
I Configuration File for keepalived

global_defs {
router_id LVS_MASTER2

vrrp_script chk_haproxy {
script "/usr/bin/killall -0 haproxy"
interval 2
weight -20

vrrp_instance VI_1 {
state BACKUP
interface ethO
virtual_router_id 51
priority 90
advert_int 1
unicast_src_ip 19.190.3.141
unicast_peer {
19.190.3.140
19.190.3.142
}
authentication {
auth_type PASS
auth_pass K8SHA_KA_AUTH
}
virtual_ipaddress {
19.190.3.100/24 dev ethO
}
track_script {
chk_haproxy

EOF

4. Bg& keepalived (master3 — 19.190.3.142)

[root@master3 ~]# cat > /etc/keepalived/keepalived.conf << EOF
I configuration File for keepalived



global_defs {
router_id LVS_MASTER3

vrrp_script chk_haproxy {
script "/usr/bin/kil1all -0 haproxy"
interval 2
weight -20

vrrp_instance VI_1 {
state BACKUP
interface ethO
virtual_router_id 51
priority 80
advert_int 1
unicast_src_ip 19.190.3.142
unicast_peer {
19.190.3.140
19.190.3.141
}
authentication {
auth_type PASS
auth_pass K8SHA_KA_AUTH
}
virtual_ipaddress {
19.190.3.100/24 dev ethO
}
track_script {
chk_haproxy

}
}
EOF
KBS ENRAR:
o state H—i®/ BACKUP , AT RIKEGIELSE VIP IIEER.

o priority : master1=100, master2=90, master3=80, {Ed Kt RKiks.

o unicast_src_ip EEZAHIP, unicast_peer EERBINEE master B IP,

o track_script Bt haproxy f2EEt0E: haproxy BEMEMMERMER, itk VIP
=2,

interface HRIBSLIAM-REIER (BF ip a EE) .

(e]

5. [35) keepalived

# =B REAT

[root@masterl ~]# systemctl daemon-reload
[root@masterl ~]# systemct] start keepalived
[root@masterl ~]# systemct]l enable keepalived

6. I&IF VIP BB

[root@masterl ~]# ip a | grep 19.190.3.100
inet 19.190.3.100/24 scope global secondary ethO



VIP RE&HIFE priority EEMEETD AL, IEEER T master1 (priority=100) #85
VIP,

M etcd BREIFIEBE master TR

£ etcd1 (119.190.3.130) _EHYT, 15 etcd_client IFRS &A=& K8s master T95,

[root@etcdl ~]# scp -r /root/etcd_crt root@19.190.3.140:/root/
[root@etcdl ~]# scp -r /root/etcd_crt root@19.190.3.141:/root/
[root@etcdl ~]# scp -r /root/etcd_crt root@19.190.3.142:/root/

PER5EkE, & master IR /root/etcd_crt/ BR FNERLATE:

[root@masterl ~]# 1s -1 /root/etcd_crt/
ca.crt

ca.key # ANFEE, AlHER
etcd_client.crt

etcd_client.key

etcd_server.crt # AT, "Mk
etcd_server.key # AFE, Ak
etcd_ss1.cnf # AT, kR

K8s apiserver & etcd REE ca.crt., etcd_client.crt. etcd_client.key =114,

LB — master TR

7£ master1 (19.190.3.140) _E#47.

1. Rz kubeadm &4

[root@masterl ~]# cat kubeadm.yml
apiversion: kubeadm.k8s.io/vlbeta4
bootstrapTokens:
- groups:
- system:bootstrappers:kubeadm:default-node-token
token: abcdef.0123456789abcdef
ttl: 24h0mOs
usages:
- signing
- authentication
kind: InitConfiguration
TocalAPIEndpoint:
advertiseAddress: 19.190.3.140 ## AKAHlip
bindPort: 6443
nodeRegistration:
crisocket: unix:///run/containerd/containerd.sock
imagePullPolicy: IfNotPresent
name: masterl
taints: null
timeouts:
controlPlaneComponentHealthCheck: 4mOs
discovery: 5mOs
etcdAPICall: 2mOs
kubeletHealthcCheck: 4m0s
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kubernetesApPIiCall: 1mOs
t1sBootstrap: 5mOs
upgradeManifests: 5mOs
apiversion: kubeproxy.config.k8s.io/vlalphal
proxyt=_Nipvs
kind: KubeProxyConfiguration
mode: ipvs
apisServer:
CertSANs:
- 19.190.3.100 # VIP
- 19.190.3.140
- 19.190.3.141
- 19.190.3.142
- masterl
- master2
- master3
- Tocalhost
- kubernetes
- kubernetes.default
- kubernetes.default.svc
- kubernetes.default.svc.cluster.local
timeoutForcControlPlane: 4mOs
apiversion: kubeadm.k8s.i0/vlbeta4
cacCertificatevalidityPeriod: 87600h0m0Os
certificatevalidityPeriod: 8760hOmOs
certificatesDir: /etc/kubernetes/pki
clusterName: kubernetes
controlPlaneEndpoint: "19.190.3.100:6443"
controllerManager: {}
dns: {}
encryptionAlgorithm: RSA-2048
etcd:
external:
endpoints:
- "https://19.190.3.130:2379"
- "https://19.190.3.131:2379"
- "https://19.190.3.132:2379"
caFile: "/root/etcd_crt/ca.crt"

certFile: "/root/etcd_crt/etcd_client.crt"
keyFile: "/root/etcd_crt/etcd_client.key"

imageRepository: lcr.loongnix.cn/kubernetes
kind: Clusterconfiguration
kubernetesversion: 1.32.1
networking:

dnsbomain: cluster.local

serviceSubnet: 10.201.0.0/16

podSubnet: 10.200.0.0/16
proxy: {}
scheduler: {}
apiversion: kubelet.config.k8s.io/vlbetal
authentication:

anonymous:

## TCEkube-

# etcd AR SHbEDIE

# etcd cA FPEER
# B PRIE TR
# HPum AL RS



enabled: false
webhook:
cacheTTL: Os
enabled: true
x509:
clientCAFile: /etc/kubernetes/pki/ca.crt
authorization:
mode: Webhook
webhook :
cacheAuthorizedTTL: Os
cacheunauthorizedTTL: Os
cgroupDriver: systemd
clusterDNS:
- 10.201.0.10
clusterbomain: cluster.local
containerRuntimeEndpoint: unix:///run/containerd/containerd.sock
cpuManagerReconcilePeriod: Os
crashLoopBackoff: {}
evictionPressureTransitionPeriod: Os
filecheckFrequency: Os
healthzBindAddress: 127.0.0.1
healthzport: 10248
httpCheckFrequency: Os
imageMaximumGCAge: Os
imageMinimumGCAge: Os
kind: KubeletConfiguration
logging:
flushFrequency: 0
options:
json:
infoBuffersize: "0"
text:
infoBuffersize: "0"
verbosity: 0
memorySwap: {}
nodeStatusReportFrequency: 0s
nodeStatusUpdateFrequency: Os
rotateCertificates: true
runtimeRequestTimeout: Os
shutdownGracePeriod: Os
shutdownGracePeriodCriticalPods: Os
staticPodPath: /etc/kubernetes/manifests
streamingConnectionIdleTimeout: Os
syncFrequency: Os
volumeStatsAggPeriod: Os

o controlpPlaneEndpoint #g[E VIP+haproxy im[l, BRERFET RIIASESZibE,

o etcd.external FEEITERZHIHMNER etcd E2BF (119.190.3.130-132) , 5K8s
master T5 IP ANHZE,

o certsANs B VIP f1I=& master {9 IP REHZ, HafR kubect! BT VIP I5RAHEP
WRubEd,

o imageRepository {EFRETHREGCEE.

2. PUTHIIAL



[root@masterl ~]# kubeadm init --config /root/kubeadm-config.yaml --upload-
certs

PealRInE, BHRUATRE:

Your Kubernetes control-plane has initialized successfully!

You can now join any number of control-plane nodes by running the
following command:

kubeadm join 19.190.3.100:6443 --token <token> \
--discovery-token-ca-cert-hash sha256:<hash> \
--control-plane --certificate-key <cert-key>

Then you can join any number of worker nodes by running:

kubeadm join 19.190.3.100:6443 --token <token> \
--discovery-token-ca-cert-hash sha256:<hash>

BZEFREFLIAFAR join 5%, FEEIIN master F worker Bt HEE(FH.

3. BEE& kubect| ETRERF

[root@masterl ~]# mkdir -p $HOME/.kube
[root@masterl ~]# cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
[root@masterl ~]# chown $(id -u):$(id -g) $HOME/.kube/config

4. BT RURTS

[root@masterl ~]# kubectl get nodes
NAME STATUS ROLES AGE  VERSION
masterl NotReady control-plane 30s  vl1.32.1

LR T5R79 NotReady AEZEIERRY, FEAMAKRZI CNI REEH

MAEfh master B=

£ master2 (19.190.3.141) #1 master3 (19.190.3.142) 55117,

1. #1917 join &% (master2)

[root@master2 ~]# kubeadm join 19.190.3.100:6443 \
--token <token> \
--discovery-token-ca-cert-hash sha256:<hash> \
--control-plane --certificate-key <cert-key>

2. #1147 join 4p< (master3)

[root@master3 ~]# kubeadm join 19.190.3.100:6443 \
--token <token> \
--discovery-token-ca-cert-hash sha256:<hash> \
--control-plane --certificate-key <cert-key>
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--control-plane FRIDIAAEHIFEHTR.
—certificate-key FIFRZERFIETR, M{RET master ALAEZER—EIES.

3. BtE kubectl (master2, master3)

[root@master2 ~]# mkdir -p $HOME/.kube
[root@master2 ~]# cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
[root@master2 ~]# chown $(id -u):$(id -g) $HOME/.kube/config

[root@master3 ~]# mkdir -p $HOME/.kube
[root@master3 ~]# cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
[root@master3 ~]# chown $(id -u):$(id -g) $HOME/.kube/config

SOIFERRF S E

[root@masterl ~]# kubectl get nodes

NAME STATUS ROLES AGE VERSION
masterl NotReady control-plane 5m32s  v1.32.1
master2 NotReady control-plane 2ml0s v1.32.1
master3  NotReady control-plane 45s vl.32.1

& token iIZHE (BKIA 24 /MBT) , 1E master1 EEEFAERL:

[root@masterl ~]# kubeadm token create --print-join-command
[root@masterl ~]# kubeadm init phase upload-certs --upload-certs

O\ worker B

1. £ master1 _E¥KEY worker T =AY join &%

[root@masterl ~]# kubeadm token create --print-join-command

2.7 worker 5 (119.190.3.143 ) _EHi4T join

[root@nodel ~]# kubeadm join 19.190.3.100:6443 \
--token <token> \
--discovery-token-ca-cert-hash sha256:<hash>

worker T Y join < AH —-control-plane ] --certificate-key %,

%% Calico P42 HE(L

1£ master1 47,
1. T& Calico j&Ba {4

[root@masterl ~]# wget https://github.com/Loongson-Cloud-
Ccommunity/calico/releases/download/v3.26.1/calico.yaml

2. 182 pod MEL (F=5 kubeadm EEEH podsubnet {RIF—E1)
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[root@masterl ~]# sed -i 's|192.168.0.0/16|10.200.0.0/16|g"' calico.yaml

3. N FH Calico

[root@masterl ~]# kubectl apply -f calico.yaml

4. F1F5FE Pod B4

[root@masterl ~]# kubectl get pods -n kube-system -w

5. IETI RS

[root@masterl ~]# kubect]l get nodes

NAME STATUS ROLES AGE VERSION
masterl  Ready control-plane  10m vl.32.1
master?2 Ready control-plane 7m vl.32.1
master3 Ready control-plane 5m vl.32.1
nodel Ready <none> 2m vl.32.1

FrET =M NotrReady 3T Ready , BH CNI NEEIEETLE.
D2 =
hFEE =
1. BEEEHFERAEHRS

[root@masterl ~]# kubectl get pods -n kube-system | grep -E 'kube-
apiserver|kube-controller|kube-scheduler'

kube-apiserver-masterl 1/1 Running 0 10m
kube-apiserver-master2 1/1 Running 0 7m
kube-apiserver-master3 1/1 Running O 5m
kube-controller-manager-masterl 1/1 Running 0  10m
kube-controller-manager-master2 1/1 Running 0 7m
kube-controller-manager-masters3 1/1 Running 0 5m
kube-scheduler-masterl 1/1 Running 0  10m
kube-scheduler-master? 1/1 Running 0 7m
kube-scheduler-master3 1/1 Running 0 5m

2. IIEES VIP i8] apiserver

[root@masterl ~]# kubectl cluster-info
Kubernetes control plane is running at https://19.190.3.100:6443

3. L master1 #FE, IRIUE VIP &

## 7f masterl (19.190.3.140) Ef5ik haproxy, il
[root@masterl ~]# systemctl stop haproxy

## /& master2 L #F VIP 2R CEHS
[root@master2 ~]# ip a | grep 19.190.3.100
inet 19.190.3.100/24 scope global secondary ethO
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VIP )\ master1 iZ#8Z master2, ItLEHEIL VIP 15i8) apiserver {3RIEE, &0 A4

8

4. & master

[root@masterl ~]# systemct] start haproxy

WEE VIP A=Ba1EY] (AT state 1879 BACKUP BXRAEISS) |, BT,

5. BIEEML Pod IEIFEERFTNAS

[root@masterl ~]# kubectl create deployment nginx-test --

image=1cr.loongnix.cn/1library/nginx:latest --replicas=3
[root@masterl ~]# kubectl expose deployment nginx-test --port=80 --

type=NodePort

[root@masterl ~]# kubectl get pods -o wide

NAME
NODE
NgiNnXx-test-XXXXXXXXXX-XXXXX
nodel
Nginx-test-XXXXXXXXXX—-XXXXX
nodel
NginXx-test-XXXXXXXXXX—-XXXXX
nodel

READY

1/1

1/1

1/1

STATUS

Running

Running

Running

RESTARTS

AGE

10s

10s

10s

IP

10

10

10

.200.x.x

.200.x.x

.200.x.x

Pod BEIEECIEFHHELE 10.200.0.0/16 MERAY IP, 1B CNI FISERHERIYIEE TIE.
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